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Abstract. Information technology plays an important role in improving operational
efficiency at Torabelo Hospital. The server system in use today faces security and
optimization challenges. This research analyzes the impact and recommends solutions
to improve server security and optimization. The findings show that the server system is
vulnerable to various types of attacks and performance degradation. This can
negatively impact hospital operations and put patients at risk. The recommended
solution is to implement Squid as reverse proxy, WAF (Web Application Firewall), and
Snort as IDS (Intrusion Detection System). System testing showed that this solution
successfully detected and prevented various common attacks. This research provides
insights to health IT professionals to improve the security and performance of their
server systems and improve healthcare services to patients at Torabelo Hospital.
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1. Introduction

In today's digital age, information technology is at the heart of operational efficiency in many sectors,
including the healthcare industry. As an integral part of its healthcare system, Torabelo Hospital has
adopted a server system to manage patient data, organize medical procedures, and provide quick access
to critical information. However, these advancements pose serious server security and optimization
challenges that impact the hospital's operations. Security issues that could result in sensitive patient data
leakage or delays in clinical information delivery due to lack of server optimization require in-depth
understanding and appropriate solutions[1]. Torabelo Hospital's server security issues have drawn
attention as potentially serious. Security threats such as hacking, malware, and even unauthorized access
will result in losses and compromise the privacy and security of patients' personal information [2,3].
Server security in healthcare is a key issue when protecting sensitive patient data. Various cyber-attacks
such as malware, phishing, and DDoS can compromise servers and cause data leakage. Unauthorized
access through weak passwords, excessive privileges, and stolen credentials can compromise patient
privacy [16, 17]. Patient data security is an important aspect of modern healthcare systems. Protecting
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sensitive medical records requires ensuring various aspects such as network security, access, data
encryption, and user identity management. Such protection is important to maintain patient privacy,
improve healthcare quality, and comply with applicable regulations[18]. Effective information security
risk management is essential to prevent or minimize the impact of unwanted incidents. This can be
achieved by identifying, analyzing and evaluating risks and implementing appropriate risk mitigation
measures [19].

Information security focuses on three main pillars: confidentiality, integrity, and availability. These
pillars are reinforced by authentication, authorization, auditing, and non-denial. Proper implementation
will build trust and improve efficiency in the digital age [20]. Information security such as protecting
information and devices in the workplace. Minimizing damage from various threats. Its aspects include
privacy, identification, authentication, authorization and accountability. Its presence ensures a smooth
and secure workflow [21]. Information security is an important consideration when creating an
integrated clinical environment. Development should be based on a fundamental system that ensures
confidentiality of patient data, integrity of information, controlled access, and accountability of all
actions. The implementation of these systems creates a strong fortress that protects sensitive information,
ensures smooth workflow, and builds trust between patients and medical staff. Information security is
not the responsibility of one party alone; all elements of the healthcare ecosystem must work together
to create safe and reliable services [22]. Information security is like a solid fortress that protects a
company's valuable assets from various threats. Its presence minimizes losses and helps the company
achieve its goals with strong internal and external control systems. Its implementation demonstrates an
organization's commitment to data security and stakeholder trust [21].

In addition, lack of server optimization slows down data access and processing, which are critical
factors in a medical environment that can impact timely diagnosis and treatment of patients. Therefore,
it is important to understand the impact of these security issues and lack of optimization on overall
hospital operations and develop appropriate strategies to address them. The purpose of this study is to
document and analyze in detail the security challenges faced by Torabelo Hospital's servers and to
determine the impact of the lack of optimization of medical servers. By understanding the causes of
these issues, this research provides valuable insights for healthcare IT professionals and other
stakeholders to take effective steps in improving the security and optimization of their server systems,
thus ultimately expected to support the provision of sound medical services. It is also expected to provide
better and more efficient services for patients at Torabelo Hospital.

2. Methods
2.1. Stages of research

The hospital's IT infrastructure consists of a TCP/IP network with Internet access, servers with
Ubuntu operating systems, EMR and HIS applications, and hardware such as servers, firewalls, routers,
and workstations. The use of Ubuntu operating system on the hospital's server improves the security and
stability of the IT system. The EMR application helps hospitals store and manage patient records
electronically, thus improving the efficiency and accuracy of medical documentation. The HIS
integrates various administrative and clinical functions of the hospital and improves the efficiency and
effectiveness of hospital operations. High-speed internet connectivity ensures smooth operation of the
IT system and access to patient data. At this stage of the research, the researcher will outline the steps
taken in this study. The following steps are carried out as follows :
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Figure 1. Research Flow Chart

During the problem identification phase, the entire web system requires additional protection against
potentially harmful cyber attacks such as Deface, SQL injection, XSS, and DDoS. In addition, it requires
a system that can monitor and detect suspicious activity[4,5]. The formulated solution involves using
Squid reverse proxy as the first layer of defense[3,6]. Squid acts as an intermediary that directs incoming
traffic to the Apache web server. Additionally, the solution includes the implementation of a web
application firewall (WAF) to filter and prevent attacks such as tampering, SQL injection, and XSS on
incoming traffic. Properly configured IDS (Intrusion Detection System) and IPS (Intrusion Prevention
System) settings are also required for early detection and further prevention[7-9]. The system design
considers the Apache configuration as the main web server and is configured to handle requests after
passing through the Squid reverse proxy[10,11]. The Squid configuration filters incoming traffic and
forwards it to Apache for processing. Squid's built-in WAF implementation to monitor and prevent the
attacks mentioned above. IDS and IPS are installed at the network layer to monitor traffic, detect
suspicious activity, and automatically prevent attacks if detected. The implementation includes
configuring Apache as a web server, setting up Squid reverse proxy, installing and configuring WAF to
prevent certain attacks, and adding IDS to your network environment to monitor and protect traffic
flowing through your system, and installing IPS[12,13].

2.2. System Design

Figure 2. System Design

A system that combines Apache as a web server and Squid as a reverse proxy and designs a
configuration that sets up Squid as the first layer before forwarding access to the Apache web server to
secure the web infrastructure[2]. In this configuration, Squid acts as the initial gateway that receives
requests from users. Squid completes some additional validation and processing phases before
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forwarding the request to Apache. This allows the use of access control policies and caching, which
improves security by optimizing requests to internal servers before they reach the main web server[14].

The application of Web Application Firewall (WAF) when designing this system is an important step
to protect web applications from various malicious attacks such as Deface, SQL Injection, XSS, and
DDoS attacks. WAF works by analyzing HTTP requests and filtering incoming content to the web
application to ensure that the received data does not contain malicious payloads or programmatic attacks.
With proper configuration[15], WAF provides a strong and adaptable layer of defense against evolving
security threats by setting access policies and blocking attacks before they reach the web application[9].

The implementation of an Intrusion Detection System (IDS) and Intrusion Prevention System (IPS)
into the system strengthens the defense layer against attacks. IDS monitors and analyzes network traffic
to detect suspicious behavior patterns and attacks in progress. IPS, on the other hand, acts as an active
defense against attacks by shutting down or blocking traffic identified as potential threats. With IDS and
IPS, the system becomes more responsive in detecting, responding to, and protecting your infrastructure
from various malicious attacks[5,10].

3. Results and Discussion.
3.1. Squid Reverse Proxy Configuration

The first step is to install Squid on the Ubuntu server, then configure the reverse proxy as the first
layer before switching to the Apache web server in "Squid. Conf.

Figure 3. Squid Reverse Proxy Configuration
3.2. Web Application Firewall (WAF) Configuration
The steps taken in the WAF configuration are to install the ModSecurity "Library" and then activate
"ModSecurity" in the Apache configuration at the end of the file.

LoadModule security2_module /usr/lib/apache2/modules/mod_security2.so

Then, define the security rules in ModSecurity.conf.

Figure 4. Rules on WAF
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Add "/etc/modsecurity/webproxy_rules.conf" at the end of the "ModSecurity.conf" block and
configure the VirtualHost block to enable ModSecurity.

Figure 5. Rules on VirtualHost Blocks

3.3. Intrusion Detection System (IDS) and Intrusion Prevention System (IPS) Configuration
Install snort and configure integration with waf located in snort.conf

GNU nano 4.8 snort.conft

Figure 6. Snort integration with WAF

3.4. Rules Setting

Setting rules by pointing to Snort (IDS) first before passing to squid (as a reverse proxy) and WAF
(Web Application Firewall). Using the management tool "iptables" to manage NAT (Network Address
Translation) and routing.

Figure 7. Rules Integration
This rule specifies that all packets arriving on port 80 (the default port for HTTP) are redirected to
port 8888, where Snort is running. Snort is an intrusion detection system (IDS/IPS) that examines
incoming traffic to detect potential security threats. It then redirects the traffic forwarded by Snort
(running on port 8888) to Squid, running on port 3128. And forwards traffic routed through Squid
(running on port 3128) to a WAF (such as ModSecurity) running on port 8080

3.5. Black Box Testing
To verify the security and robustness of the entire system, black box testing is performed with a
predefined one with the aim of evaluating the external side of the system without detailed knowledge of
its internal structure. Tests can be seen in the table.
Table 1. Black Box Testing

Features Result Expectations Result

Apache (Web Server) accessed through a browser directs traffic to Apache as a Valid
web server

Squid (Reverse Proxy) squid reverse proxy as the first layer before pointing to Valid

the Apache web server
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WAF addresses attacks through the firewall in the form Valid

Web Application Firewall
of defacers, SQL Injection, XSS, and DDOS.

(WAF)

Intrusion Detection detects suspicious activity on the network. Sends an alert Valid
System (IDS) to the network or system administrator for further
investigation.
Intrusion Prevention detects suspicious activity, and takes action to prevent Valid

attacks, such as blocking traffic or changing system
settings.

System (IPS)

3.6. Integration Testing
This stage is to test the interaction between components that have been configured previously.
Integration testing is done using Apache JMeter tools. Table 3 is the result of integration testing using

Apache Jmeter.
Table 2. Integration Testing

Sample Before After
llsoet’;rfgs Min 174 Min 114 Min 173 Min 71 Min 71 Min 73
Seeor Max 969 Max 420 Max 346 Max 176 Max 175 Max 88
féicléfgs Min 176 Min 110 Min 177 Min 71 Min 71 Min 72
s Max (969) |  Max 942 Max 1128 Max 401 Max 210 Max 114

Based on the test comparison table. Tests have shown that integrating squir reverse proxy as the first
layer of the web server can significantly improve performance. This is evidenced by a 59% reduction in
minimum sample time, a 58% reduction in maximum latency, and a 90% reduction in maximum
connection time. These improvements show that integrating the Squid reverse proxy improves the
efficiency and responsiveness of the web server, thereby improving the quality of service to users. The
minimum sampling time before configuration was 174 ms and after configuration was 71 ms. The
maximum latency before configuration was 420 ms and after configuration was 175 ms. The maximum
connect time was 1128 ms before configuration and 114 ms after configuration. This performance
improvement shows that integrating Squid reverse proxy allows the web server to process requests more
quickly and efficiently, providing a better user experience.

3.7. Penetration Testing
This stage is to ascertain potential security or vulnerabilities in the system. Penetration testing is

carried out with the aim of identifying and exploring security gaps.
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Figure 8. Penetration Testing
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Figure 9. Squid Reverse Proxy Results After Penetration Testing

Penetration testing confirmed the success with the penetration results in Figure 7 showing that the
configuration was successful where there were 0 critical vulnerabilities (red flags), 1 moderately severe
vulnerability (orange flag), 2 vulnerabilities with the lowest level (yellow flag). from the penetration
test, squid also prevented the attack by not forwarding the attack request to the main server and providing
an error response to the attacker. Squid has proven effective in defending against attacks by blocking
malicious requests and sending error messages to attackers. However, serious vulnerabilities must be
addressed and continuous monitoring is essential. These upgrades have demonstrated a secure and
efficient system, however continuous optimization is required to ensure maximum security.

4. Conclusion

After running a series of configurations, including implementing Squid as a reverse proxy, WAF
(Web Application Firewall), and Snort as an IDS (Intrusion Detection System) and testing the
effectiveness of the system, overall, the system successfully detected and prevented many common
attacks such as SQL injection, XSS, and DDoS attacks. However, from the test still has a gap where
there are still very critical vulnerabilities (high risk) which may cause great losses. if future researchers
want to use this journal as a reference, it is hoped that they can develop even better security.
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